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Error Robust H.263 Video Coding with Video Segment

Regulation and Precise Error Tracking∗
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SUMMARY This paper presents an error resilient H.263
video compression scheme over noisy channels. The start codes in
the H.263 bit stream syntax, which inherently provide the resyn-
chronization functionality for error handling, may cause signifi-
cant error damage if they are incorrectly decoded. Therefore, we
develop a video segment regulation algorithm at the decoder to
efficiently identify and correct erroneous start codes and block
addresses. In addition, the precise error tracking technique is
used to further reduce the error propagation effects. After per-
forming the video segment regulation, the decoder can report the
exact addresses of detected corrupt blocks back to the encoder via
a feedback channel. With these negative acknowledgments, the
encoder can precisely calculate and trace the propagated errors
by examining the backward motion dependency for each pixel in
the current encoding frame. With this precise tracking strategy,
the error propagation effects can be terminated completely by
INTRA refreshing the affected blocks. Simulation results show
that the proposed scheme yields significant video quality improve-
ments over the motion compensated concealment by gains of 4.1
to 6.2 dB PSNRs at bit rate around 35 kbps in error-prone DECT
environments. In particular, this scheme complies with the H.263
standard and has the advantages of low memory requirement and
low computation complexity that are suitable for practical real-
time implementation.
key words: H.263, H.263+, video segment regulation, error

tracking, error concealment

1. Introduction

ITU-T H.263 [1] is a low bit rate video coding stan-
dard which has been successfully used for many ap-
plications, such as video conferencing and video tele-
phony. Its version 2, known as H.263+ [2], was also
ratified in January 1998 for improving compression per-
formance, providing additional features, and support-
ing various networks more efficiently. By using mo-
tion estimation/compensation, discrete cosine trans-
form (DCT), and variable length coding, significant
compression gains can be achieved. However, some
of these techniques are inherently very sensitive to the
channel disturbances. A single error in the H.263 video
stream may propagate in both the spatial and temporal
domains, and causes serious quality degradation.

Due to the use of the variable length coding, the
erroneous compressed data usually can not be decoded
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correctly until the next resynchronization point, i.e.,
the start of next group of blocks (GOB). Consequently,
after the position the error occurred, all data in the fol-
lowing blocks of the same GOB are usually destroyed
in the spatial domain. To provide enhanced error re-
silience capability, the H.263+ standard provides a new
negotiable coding option mode, called the slice struc-
tured mode [3], [4], in which the original GOB layer in
H.263 is replaced by a more flexible slice structure. All
macroblocks (MBs) of one slice can be independently
decoded because no data dependencies such as the pre-
diction of motion vectors (MVs) can be allowed to cross
the slice boundaries within the current picture. There-
fore, a slice with shorter length can stop spatial error
propagation more effectively.

In the temporal domain, since the I-picture and
the P-picture are reference frames in the motion esti-
mation/compensation, errors will propagate to all the
following frames until all the erroneous MBs are re-
freshed by INTRA-mode coding. However, the encoder
is not aware of the errors existing in the decoded bit
stream in general and therefore becomes asynchronous
with the decoder state. Thus, at the decoder a MB
in the current decoding picture may be overwritten by
the damaged area in the reference picture due to the
motion compensation. Consequently, the reconstructed
video quality is deteriorated and the error propagation
continues.

Several techniques have been proposed to limit the
effects of error propagation, such as the unequal er-
ror protection [5], the automatic retransmission request
(ARQ) [6], and the error concealment [7]–[9]. The first
two techniques, however, are required to modify the bit
stream syntax and thus are incompatible with the stan-
dard. The error concealment techniques at the receiver
have been proved to efficiently improve the image qual-
ity and reduce the error damage substantially. Most of
the error concealment techniques utilize the informa-
tion of neighbors in one or more domains to estimate
the erroneous block. However, the success of the error
concealment relies on the essential assumptions that the
locations of erroneous blocks are identified accurately
and all neighbors used for the concealment contain no
errors. Unfortunately, these assumptions usually do not
hold. Therefore, the performances of error concealment
techniques degrade and they seldom terminate the tem-
poral error propagation completely.
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For H.261, Chu and Leou presented an error de-
tection and error concealment approach successful for
combating transmission errors [10]. The constraints are
that all GOBs within a picture can be correctly located.
Many error concealment studies also avoid this problem
by assuming correct decoding of headers. However, in
H.263 headers, the start codes and the group numbers
(or MB addresses) provide the information on the lo-
cations where to put the decoded bit stream and the
basic resynchronization points for error handling. Con-
sequently, an incorrectly decoded header may cause dis-
astrous effects. Unequal error protection or ARQ may
solve this problem. However, as we just mentioned,
they are not H.263 syntax compatible. The IJG (In-
dependent JPEG Group) provided a default resynchro-
nization method for error recovery in still images [11],
assuming the decoder is unable to back up. Besides, the
restart marker has been studied to improve the error ro-
bustness [12], [13]. Those works mainly investigated on
the positioning of markers, however, the marker error
itself is not considered. Chang, Lee, and Hsu devel-
oped a resynchronization regulation algorithm for the
progressive JPEG decoding [14]. It successfully regu-
lates the restart interval order and effectively corrects
most of the errors in restart markers. Based on this
concept, we further develop a segment regulation al-
gorithm to H.263 video coding for reducing such error
effects.

A different approach to avoiding the error accumu-
lation is INTRA coding the video with the penalty of
rate increase. The usage of a feedback channel for er-
ror tracking and recovery after transmission errors has
been adopted in Appendix I of H.263+ [2], [15]. In the
error-tracking strategy, the encoder considers spatial-
temporal error propagation caused by motion compen-
sated prediction as well as the delay until the reception
of the feedback message. To evaluate the feedback mes-
sage, the encoder needs to continuously record the MV
information during the encoding of each frame. Finally,
the evaluated severely contaminated MBs are coded in
INTRA mode for stopping temporal error propagation.
Steinbach et al. proposed an error compensation strat-
egy based on a feedback channel [16]. With the analysis
of temporal dependencies of MBs in successive frames,
this feedback approach leads to rapid quality recov-
ery by reconstructing the error propagation effects at
the encoder and selecting severely affected regions to
be INTRA refreshed. In order to use the minimum
number of INTRA MBs to terminate the error prop-
agation, it is necessary to track errors more precisely.
Consequently, we exploit the pixel-based backward mo-
tion dependency to perform error tracking in contrast
to Steinbach’s MB-based forward approach [17].

In this work, we propose an error robust H.263 cod-
ing with the video segment regulation (VSR) and the
precise error tracking (PET) techniques to reduce the
error damage from both the headers and video data.

VSR reduces the damage from erroneous start codes
and PET terminates the temporal error propagation of
video signals. Additionally, VSR also provides more
reliable feedback acknowledgements on the locations of
erroneous MBs for performing PET. With both tech-
niques applied, this system is much robust against er-
rors occurred in all locations.

This paper is organized as follows. In the next
section, we introduce the architecture of the proposed
error resilient H.263 coding system. Section 3 describes
the video segment regulation approach applied in the
decoder. The precise error tracking algorithm used in
the encoder is described in detail in Sect. 4. Subse-
quently, the simulation results of our algorithms are
demonstrated in Sect. 5. Finally, Sect. 6 concludes our
work.

2. System Architecture

The decoder and encoder schemes we propose are de-
picted in Fig. 1 and Fig. 2, respectively. Robust error
detection and error concealment must rely on correct
identification of each GOB (or slice) location and new
picture start position. For this reason, we perform the
proposed VSR technique in the decoder to identify and
correct erroneous start codes and block addresses. A
video segment can be a GOB in H.263 or a slice in
H.263+. The decoder preprocesses the received com-

Fig. 1 Block diagram of H.263 decoder with video segment
regulation.

Fig. 2 Block diagram of H.263 encoder with precise error
tracking.
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pressed bit stream, which is temporarily stored in the
receiver buffer, to search for the start codes and their
corresponding encoded video segments. Every start
code number (defined later in Sect. 3) is examined by a
checking procedure to see if it is a correct one. Then,
the regulation procedure is performed on all erroneous
ones by minimizing the Hamming distance distortion
measure. Therefore, errors occurred in start code num-
bers can be corrected and consequently all GOB (or
slice) locations are uniquely identified. Finally, the
embedded error detection mechanism provided by the
H.263 decoder [18], such as the validity of Huffman
codes and the range of MVs, can discover the exact
locations of erroneous decoded MBs. These negative
acknowledgements (NACKs) can be sent back to the
encoder for performing error tracking or to the decoder
for performing error concealment.

With the analysis of temporal dependencies of
MBs in successive frames, the feedback NACKs are uti-
lized by the encoder for reconstructing the error propa-
gation effects at the encoding end and selecting severely
affected regions to be INTRA refreshed. Our proposed
strategy, i.e., the PET, uses the pre-stored MVs and
traces the motion dependency for each current encod-
ing pixel backward to the previous unsuccessfully de-
coded frame informed by the NACK. The encoder thus
can exactly evaluate how severely every MB in the cur-
rent encoding frame is affected by those impaired areas.
Finally, all or parts of the contaminated MBs can be
selected to refresh by the INTRA-mode coding. To
sum up, this algorithm is able to track the actual error
propagation and completely terminate it. The earlier
the feedback-transmission (NACK) arrives, the sooner
the error-propagation stops.

3. Video Segment Regulation Algorithm

Due to the use of the variable length coding, the er-
roneous compressed bit stream usually can not be de-
coded correctly until the next resynchronization point,
i.e., the next start code position. Consequently, the
start code provided by the H.263 standard plays an
important role for the error detection and error recov-
ery in the error-prone environments. The start codes
only exist in the picture and GOB (or slice) layers. In
other words, the minimum resynchronization unit is one
GOB (or slice). A single bit error may corrupt a MB
and the subsequent MBs in the same GOB (or slice).

Based on the H.263 standard, there exists a trade-
off in the choice of the occurrence frequency of start
codes. The less the start codes are used (or the longer
the slice length is used), the longer the errors propagate.
However, frequent start codes result in the substan-
tial overhead in the bit rate and the increased occur-
rence probability of erroneous start codes. A missing
or misinterpreted start code generally results in much
more serious image degradation than the errors in im-

Fig. 3 Flow chart of video segment regulation at decoder.

age data. For example, one bit error may result in entire
GOB 5 of a frame falsely decoded into GOB 1 and thus
both GOBs are corrupted. Particularly, a missing or
fake picture start code (PSC) may come out with the
incorrect number of decoded frames and the inaccurate
playback time. Furthermore, the accuracy of the error
tracking also relies on the correct feedback addresses of
corrupted MBs.

To solve above problems, we develop the video seg-
ment regulation algorithm to correct erroneous start
codes and block addresses. The flow chart is depicted
in Fig. 3. The proposed scheme mainly comprises two
parts, the erroneous video segment allocation and re-
arrangement. In the procedure of erroneous video seg-
ment allocation, the decoder first preprocesses the re-
ceived bit stream, which is temporarily stored in the
receiver buffer, to search for the start code and its cor-
responding encoded video segment. According to the
GOB structure syntax shown in Fig. 4, a start code
number is defined as the GOB start code (GBSC) con-
catenated with the following group number (GN). If the
slice structured mode is in use, the start code number,
which contains the slice start code (SSC) and the MB
address (MBA), is given in an increment order. A start
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(a)

(b)

Fig. 4 Bit stream syntax diagram: (a) H.263 GOB layer and
(b) H.263+ slice layer.

Fig. 5 Illustration of erroneous video segment allocation (C:
correct, E: erroneous).

code is then marked as in a correct video segment if its
number is in the consecutive order with the preceding
one and the succeeding one. In this case, the decoder
continues decoding this video segment as normal. Oth-
erwise, the erroneous video segments are kept in the
receiver buffer until the next correct start code num-
ber is identified. The example in Fig. 5 illustrates this
erroneous video segment allocation procedure. Three
start codes (SC) and their corresponding video seg-
ments (VS) are labeled as erroneous (E), and the others
are correct (C). It is particularly worth to note that SC2
+ VS2 and the second SC5 + VS5 should be classified
as erroneous since they are consecutive only in one side.

After the erroneous video segment allocation, the
rearrangement procedure is performed on these erro-
neous video segments. Here, we denote the number of
detected erroneous video segments between two correct
ones as Nfound and the number of desired consecutive
video segments between two correct ones as Nneed. Ev-
ery erroneous segment is classified as one of the follow-
ing three cases and the corresponding rearrangement
procedure is fulfilled.
(1) Forced start code assignment (Nfound = Nneed): All
erroneous start codes are forcedly changed to the cor-
responding desired start code numbers that are in the
consecutive order.
(2) Lost start code reconstruction (Nfound < Nneed):
The lost start code is reconstructed by searching the
erroneous video segments for the bit pattern which has
the minimum Hamming distance to the desired one.
(3) Extra start code erasure (Nfound > Nneed): This
case rarely happens in the H.263 as compared to the
JPEG because the H.263 start code length is 17 bits
long (0000 0000 0000 0000 1, without GN or MBA)
while the JPEG restart marker is 8 bits (1111 1111)
only. If it happens on occasion, the start codes with
the minimum Hamming distance to the desired start
code numbers are changed forcedly. Then the rest start
codes with their video segments are deleted from the bit
stream.

The search directions for the desired start codes

(a)

(b)

(c)

Fig. 6 Examples of erroneous video segment rearrangement:
(a) forced start code assignment, (b) lost start code reconstruc-
tion, and (c) extra start code erasure.

can be forward, backward, or even both. In the case of
both direction searches, the candidates with the mini-
mum total Hamming distances will be chosen. Figure 6
offers examples of the erroneous start code rearrange-
ment. In Fig. 6(a) (Nfound = Nneed = 3), the start code
SC6 should be changed to SC2. Of course, the video
segment 6 (VS6) will be decoded as VS2. In Fig. 6(b)
(Nfound = 2, Nneed = 3), the lost start code SC3 is
searched within original VS2 by comparing the Ham-
ming distances of all bit patterns to SC3. Then, the bit
pattern with the minimum distance is forcedly changed
to SC3 and the subsequent data is recognized as VS3.
In Fig. 6(c) (Nfound = 3, Nneed = 2), the start code SC0
and its VS0 are erased from the bit stream.

After performing the video segment regulation, all
GOB (or slice) locations are uniquely recognized and
the video sequence can be decoded accordingly. Note
that this regulation algorithm can not be applied to the
arbitrary slice ordering submode in H.263+ if the slice
structured mode is in use. Also note that the picture
start code, whose MBA is ‘0,’ can also be included in
the regulation process. Therefore, this process regu-
lates not only the slice order, but also the picture syn-
chronization.

4. Precise Error Tracking Algorithm

Figure 2 has shown the coding scheme of the H.263 en-
coder with the precise error tracking control. NACKs
with the information on unsuccessfully decoded image
blocks are sent back to the encoder via a feedback
channel. Once a NACK is received, the encoder per-
forms error tracking to determine if the current encod-
ing MB is contaminated by the erroneous MBs in the
past frames. If this happens, this MB becomes a can-
didate for INTRA-mode refreshing.
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Fig. 7 Illustration of pixel-based backward motion dependency
tracking at encoder.

The MV of the MB produced in the motion esti-
mation progress indeed provides adequate information
for accurately tracing error propagation at the encoder.
The example in Fig. 7 illustrates how to execute the
precise error tracking for the three pixels Q, R, and S
by employing the pixel-based backward motion depen-
dencies in the QCIF format video. Any pixel’s motion
dependency can be found by tracing back the MV of
the MB it belongs to. We suppose that the prediction
of MB 25 in frame N is obtained from MBs 25 and 26
in frame N − 1. MB 26 of frame N − 1 refers to MBs
15, 16, 26, and 27 in frame N − 2. MB 25 of frame
N−1 is coded in INTRA mode. If the encoder receives
a NACK, which indicates an error occurred at MB 15 of
frame N−2, while encoding frame N. At that moment,
we can backward trace each pixel in MB 25 of frame N
along the corresponding paths, i.e., the corresponding
MVs, to see if it refers to the erroneous area, i.e., MB
15 of frame N− 2. As shown in Fig. 7, pixel Q is then
determined to be a contaminated pixel while pixel R is
not. Likewise, the backward motion dependency struc-
ture for each MB can be built as in Fig. 7 and the error
tracking procedure is performed for all pixels in frame
N. It is especially important to note that there exists no
MV for an INTRA MB, such as MB 25 of frame N− 1.
In such a case, pixel S in Fig. 7 is certainly claimed to
be clean.

With this pixel-based error tracking strategy, the
degree of damage caused by the error propagation can
be calculated. Every MB in frame N is scored by the
contamination ratio (CR) defined as

CR =
NC

NB
(1)

where NC is the number of contaminated pixels and
NB is the total number of pixels in a MB. The contam-
inated MBs, i.e., MBs with CR > 0, should be INTRA
refreshed for complete termination of error propagation
to succeeding frames.

Although the INTRA-mode coding terminates the
temporal error propagation, it usually generates a
higher bit rate, too. If the rate increased by the
INTRA-mode coding is higher than what we can af-
ford, we need to limit the number of INTRA MBs in a
frame. For instance, we can select only a fixed number
of MBs with the largest CR values to perform INTRA

Table 1 PSNR (dB) comparisons of various slice sizes (number
of MBs) at different bit error rates for MC.

refreshing. Of course, in such cases the error propaga-
tion may not be stopped completely.

In spite of the fact that this algorithm requires
tracing the motion dependency for each pixel, it actu-
ally exhibits very low complexity because only simple
additions are needed. By setting a maximum round-
trip delay, the memory requirement is also low since all
we need to store is the required MV information, which
has been generated in the motion estimation procedure
already.

5. Simulation Results

In our simulations, the following notations are
adopted:

• Error free (EF);
• Motion compensated concealment (MC);
• Video segment regulation (VSR);
• Precise error tracking with the contamination ratio
larger than K (PET (CR > K));

• Precise error tracking withM MBs of the largest con-
tamination ratios, i.e., the number of INTRA-mode
refreshed MBs with the largest contamination ratios
is at most M (PET (CRN = M));

• Precise error tracking with video segment regulation
(VSR + PET).

Three video sequences, Susie, Foreman, and Sales-
man, are tested in the simulations. They are QCIF
(176× 144) format, reference frame rate at 30Hz, and
150, 400, 400 frames in length, respectively. These
sequences are compressed by the H.263 without four
negotiable options and the rate control. The encoded
frame rate is kept to be 10Hz. By default, MC is used
for the error recovery of detected erroneous MBs at the
decoder. Here, MC makes use of the average MV of
the upper and left neighboring MBs as the erroneous
MB’s. All numerical results are obtained from the av-
erage over 100 simulation iterations for different offsets
in the bit error patterns.

At first, we demonstrate the effects of the length
of the slice, i.e., the length of the minimum resynchro-
nization unit. Uniformly distributed random errors are
added into the encoded bit stream. From the simulation
results of sequence Susie shown in Table 1, we can find
that the longer the slice length is used, the severer the
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Table 2 PSNR (dB) comparisons of various slice sizes (number
of MBs) at different bit error rates for VSR.

Fig. 8 PSNR simulation results for sequence Foreman in
DECT1 channel.

video quality degrades. In the meantime, the results
of the decoder additionally performing the VSR strat-
egy are also shown in Table 2. VSR indeed improves
the average video quality, especially in the condition of
high error rate and short slice size (i.e., frequent use of
start codes). The performance of the error concealment
is also improved due to the decreased number of incor-
rectly detected locations of erroneous blocks. More-
over, errors may erase or produce fake picture start
codes (PSCs) in general. Accordingly, the number of
decoded frames will be incorrect and the playback time
may not be accurate. VSR can drastically reduce this
error probability and mostly resolve this problem.

In the following experiments, video sequences are
tested in two simulated channels DECT1 and DECT2,
which are generated by a correlated Rayleigh fading
model for the DECT system at 14-km/h speed [19].
DECT1 contains a bit error pattern at Es/No = 20dB
(the equivalent bit error rate of 0.264%). DECT2 con-
tains a bit error pattern at Es/No = 12dB (the equiva-
lent bit error rate of 1.51%). We will use the reasonable
fixed slice size of five for the better error-resilient ca-
pability. For smooth human speech conversations, the
ITU-T Recommendation G.114 specifies a maximum
round-trip delay of 400ms [20]. Here, the round-trip
delay for receiving a NACK is assumed 300ms.

Figure 8 first shows the performance of the pro-
posed scheme for sequence Foreman in DECT1 chan-
nel. Here, the maximum number of INTRA-refreshed

Fig. 9 PSNR simulation results for sequence Salesman

in DECT2 channel.

MBs is limited to eleven per frame for maintaining a
constant bit rate. Observed from Fig. 8, VSR increases
the PSNR values by more than 1.05 dB compared with
MC only. PET can further improve 2.03 dB in average
while the bit rate increases 14% due to INTRA cod-
ing. It is particularly worthy of note that VSR + PET
obtains additional 1.8 dB gains over PET only while
keeping even lower bit rate. Rapid error recovery is
achieved by PET and the video quality is consistently
maintained. VSR can correct most errors occurred in
start codes and gain additional improvements in the
video quality and the bit rate. Figure 9 also shows the
performance of the proposed scheme for sequence Sales-
man in DECT2 channel. Similar conclusions can be
made. The video quality processed by MC only deterio-
rates seriously and can not be recovered until the end of
sequence in such a high error rate environment. With
the proposed coding scheme, the error propagation can
be rapidly (even fully if PET (CR > 0) is used) ter-
minated and the damage can be concealed to give the
most satisfactory performance.

It is especially interesting to estimate the effective-
ness of VSR, which uses the Hamming distance as the
distortion measure. Due to burst errors in mobile chan-
nels, the lost start code reconstruction is the most fre-
quent occurrence in three cases of the erroneous video
segment rearrangement. Table 3 shows the simulation
results for the lost start code reconstruction only. We
can find that the Hamming distance may possibly re-
sult in wrong detection of start codes. However, such
a wrong decision usually generates invalidity in the ad-
jacent video segments, which could be discovered by
the embedded error detection and compensated by the
error concealment. From the simulation results, it still
can recover 60–70% lost start codes and improve the av-
erage video PSNR by more than 0.5 dB over MC only
in burst-error mobile channels. Consequently, in most
situations wrong start code detection will not cause sev-
erer degradation than simple discard of the wrong GOB
or slice.
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Table 3 Simulation results of the lost start code reconstruction only for VSR.

Fig. 10 Performance comparisons of different methods for
sequence Susie in DECT1 channel.

Fig. 11 Performance comparisons of different methods for
sequence Susie in DECT2 channel.

The average rate-distortion relationships for se-
quence Susie transmitted in DECT1 and DECT2 chan-
nels are shown in Fig. 10 and Fig. 11, respectively. As
we know, INTRA-mode coding usually results in the
overshoot of the bit rate. The purpose for these ex-
periments is to compare the performances of different
methods at the same video bit rate and the same error
rate. In both cases, VSR + PET (CR > 0) has shown
the best performance among these methods operating
at the same bit rate. More specifically, VSR + PET
(CR > 0) improves the video quality by 4.1 to 6.2 dB
over MC only at the bit rate around 35 kbps. Therefore,
both VSR and PET can provide a robust coding scheme
in error-prone environments. A noticeable phenomenon

can be also found in these figures that sometimes the
PSNR decreases with the increase of encoded bit rate,
especially for the case of high bit error rate (DECT2).
This is because the fine quantization results in more
encoded bits, which are vulnerable to the error dam-
age. We conclude that in error-prone environments,
fine quantization without a good error recovery strat-
egy does not improve the video quality at all. In other
words, the bit rate budget should be spent on INTRA
coding for the most desirable MBs instead of fine quan-
tization.

6. Conclusions

For eliminating the error propagation effects, the error
concealment needs accurate corrupted locations and the
INTRA refreshing method needs accurate error track-
ing. We have presented an integrated video segment
regulation and precise error tracking coding scheme
for the error robust H.263 video transmission. The
video segment regulation pre-processes the bit stream
at the decoder to efficiently identify and correct erro-
neous block addresses. This procedure is also helpful
to sending back correct locations of damaged blocks for
performing the precise error tracking at the encoder.
Besides, by utilizing the MVs generated in the regular
encoding process and tracing the backward motion de-
pendency for each pixel, contaminated MBs can be ac-
curately tracked and the error propagation can be com-
pletely terminated by INTRA coding the affected MBs.
This approach achieves rapid error recovery and com-
plies with the standard. In practice, the video segment
regulation and the precise error tracking techniques are
especially suitable for real-time implementation due to
their low memory requirement and computation com-
plexity.
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