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Abstract— This paper presents key-mixed template (KMT),
which mixes a user’s template with a secret key to generate
another form of template, to prevent the biometric template
stored in the database from back end attack, snooping, and
tampering attack.

I. INTRODUCTION

The biometric recognition techniques have been developed
for several years. Most of the biometric systems store the
extracted biometric template in a centralized database for
authentication applications. Although the convenience of a bio-
metric system is increasing, the biometric template protection
becomes more and more important.

In [7], the author noticed and discussed the possible ways of
solving the two challenging problems in the existing biometric
systems.
1) Is it possible to design biometric systems such that if
the biometric template in an application is compromised, the
biometric signal itself is not lost forever and a new biometric
template can be issued? 2) Is it possible to design biometric
templates such that different applications are not able to use
the same biometric template, thus securing the biometric signal
as well as preserving privacy?

In this paper, the above two challenging problems will be
addressed.

II. RELATED WORKS

In the literature, the template protection can be roughly
divided into five categories.

The most straightforward way to protect the template data
is to encrypt template in a ciphertext form. In the enroll-
ment phase, the template is encrypted by the system server.
Although the ciphertext form of a template is secure, the
distinguishing of the extracted bitstream is still a challenging
problem. In addition, a one-way function encryption cannot
prevent the back end attacker after a template is decrypted.

In [4], the image grid morphing and block scrambling is pro-
posed for cancelable biometrics. The concept of noninvertible
transform is also proposed to deal with the cross match prob-
lem. However, from their examples of distortion transform,
the morphing effect on the image is limited. Furthermore, a
practical system design and the performance degrading are not
discussed in their paper.

The original concept of a biometric system contains a
centralized database. A smart card system, such as [3], stores

the biometric template distributed. Once the smart card is lost
or stolen, the attacker has the possibility to crack the smart
card, obtaining the template stored in the card. Hence, the
snooping and tampering attacks can still successfully crack
the system.

A fuzzy vault scheme [8] stores the genuine template and
some imposter templates together in the enrollment phase.
But the genuine template and the imposter template can be
separated efficiently by a back end attacker for cross match
attack.

In [2], [6], a Helper Data Scheme (HDS)[6] is adopted for
improving the biometric template security. Once a back end
attacker replace the helper data as a counterfeit one without
modifying the statistics and the reliable bits, the DoS attack
and cross match attack can be successful. Besides, the reliable
bit extraction degrades the classification performance in this
work.

III. PROPOSED KEY-MIXED-TEMPLATE SCHEME

A. Problem Statement: The template security should be guar-
anteed by mixing the biometric template and a secret key

A biometric template should be mixed with a secret key to
prevent the back end attack, snooping, and tampering attack for
a cross match attack. With the increasing maturity of biometric
recognition techniques, the standardization of a biometric
system becomes possible. Therefore, a cross match attack from
different applications make a biometric system insecure. To
keep the security of a biometric system, a template should be
mixed with a secret key. In the feature extraction process, the
user given secret key should be mixed with the permanently
biometric template to form a key-mixed-template(KMT). A
mixing function M(·) can mix the key-determined random
vector Vi and the template Ti as: KMTi = M(Ti, Vi), e.g.
M(Ti, Vi) = Ti + Vi. The KMT is useful when a user
authorized the template is legal. The key for different databases
should be set to be different by the same user. Assume that
there are two different vendors contain two different data-
bases DB1 and DB2. In the enrollment phase, the different
key-mixed-template KMT1 and KMT2 are correspondingly
stored in DB1 and DB2. Suppose that an attacker successfully
implemented a back end attack, snooping, or tampering attack
from DB1 and going to DB2 for authentication, the proposed
KMT1 would not match for the KMT2 in DB2. Therefore,
the cross match attack cannot be successful.
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Fig. 1. Proposed biometric system.

A genuine user who owns the permanently biometric and
a secret key can achieve the robustness against the back end
attack, snooping, and tampering attack. Once the KMT1 is
disclosed from DB1, a KMT1

′
can be updated in DB1

instead of KMT1, revoking the KMT1 for authentication.
In our proposed scheme, the mixture of the permanently

biometric template and a user defined secret key should be
finished in the user end, such as shown in Fig. 1. In the system
end, the obtained KMT is well mixed, not disclosing the
original permanently biometric template. The two challenging
problems proposed in [7] is also solved. In addition, because
the number of attackers in back end attack is limited, collusion
from different attackers should not be as easy as the known
pliantext attack in cryptography. Our proposed scheme is
mainly designed to deal with the back end attack, snooping,
and tampering attacks in a certain level.

From the implementation point of view, if the existing
biometric system would like to enhance the template security,
only a mixing function and a secret key given by the users
is necessary, such as depicted in Fig. 1. The key and KMT
generation are the additional necessary operations, which can
be integrated to the existing biometric systems easily. The
limited cost by the vendor can improve the template security
from back end attack, snooping, and tampering attack.

IV. EXPERIMENTAL RESULTS

In the experimental results, the system proposed in [1] was
adopted as a case study. In addition, their released Matlab
demo code [9] was utilized for implementing our proposed
case study. The fingerprint database in set B of DB1 [10]
(fingers from 101 to 110), which contains 80 images obtained
from 10 different fingers with 8 impressions each, was utilized
for evaluation. There were three different evaluations imple-
mented in this paper.

Evaluation 1: false match rates. The false match rates are
calculated based on the threshold setting from matching score
1 to 50. The line with original is based on the implementation
in [9]. The keys k1 and k2 are tested in our scheme, simulating
that the identical keys are presented by the genuine user. From
Fig. 2, the false match rates are quite similar from the original,
k1, and k2 schemes, which shows that our proposed scheme
would not decrease the performance of the adopting biometric
system.

Evaluation 2: false non-match rates. The system perfor-
mance is not decreased by applying our scheme to a biometric
system.
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Fig. 2. False detection rates.

Evaluation 3: cross match rates. Assume that the template
T1 stored in a database DB1 is back end attacked, snooping,
or tampering attacked, the T1 would be sent to DB2 for
verification. Without the key protection using the proposed
KMT scheme, the T1 = T2 in DB2. The cross match rate
is very high under this scenario. When a template is mixed
with a user given key to form KMT1 and KMT2 in DB1

and DB2, because KMT1 6= KMT2, the cross match attack
cannot be successful. As a result, the detected cross match rate
is much lower than the scheme without KMT protection.

V. CONCLUSIONS

In conclusion, the proposed KMT scheme can efficiently
prevent the back end attack, snooping, and tampering attack,
without reducing the performance of the original biometric
system. A fingerprint verification system [1] was taken as
a case study for evaluating the possibility of practical use.
Furthermore, the propose scheme can be adopted by the
existing biometric systems to enhance the security of template
protection.
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